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Introduction

If you use an SFTP solution to exchange files with the Mastercard products Betalingsservice,
Leverandgrservice, Overfarselsservice and Informationsservice through My File Transfer, this user guide is for
you.

Setting up your system for My File Transfer requires knowledge of both the SFTP solution and your
company's technical setup. If you do not have this knowledge yourself, you can share this user guide with a
colleague, systems vendor or IT consultant.

The security of the solution consists of the use of RSA security keys (private/public keys), which creates a
secure exchange of files between your company and Mastercard's products.

If you have any questions or need help, please contact our support team on (+45) 8081 0679 on weekdays
from 09:00 to 16:00. You can also find frequently asked questions and more information about My File
Transfer and the SFTP solution on this website:
https://www.mastercardpaymentservices.com/denmark/my-file-transfer/sftp

The user guide will walk you through the following three steps to set up your company's system to exchange
files with an SFTP solution in My File Transfer:

1. Connect to IP address and port
2. Accept new fingerprint

3. Manage your mailbox

This is followed by a section on how to generate new security keys, which you can do at any time, as needed.
We recommend that you change your security keys every three years.

At the end of this user guide, you will find a section on how to get help and a section on rights and security.


https://www.mastercardpaymentservices.com/denmark/my-file-transfer/sftp

1. Connect to IP address and port

1.1 Open an SFTP client. In this user guide, we will use the WinSCP client. In the appendix of this user guide,
you can see the requirements for the SFTP client.

1.2 Connect to IP address 185.96.138.21 on port number 10022. In the example below, we connect to the
mailbox (UserID) "MCPILOT".

1.3 Click on ‘Login’.

Please note: Remember to ensure that the IP address is whitelisted in your system and that all relevant
ports are open before connecting.

" Login - X

M mcpILOT A |  Session
File protocol:
|SFTP

Host name: Port number:
|185.96.138.21 || 10022 |

User name: Password:
IMcPILOT i |

Edit - Advanced... ’V

Tools v Manage ¥ Bl Login  |¥ Close Help




If you have not already done so, please remember to load your private key before you can log in.

In the following steps within this section, you are guided on how to load your private key into the SFTP client.
In the example below, we use the client WinSCP. This is only relevant for you who need to change your client
and set up the new client for the first time.

Please note: If you are not going to change your client, then the next steps are not relevant for you.

1.4 Click on "Advanced'.

E‘f New Site Session
= mcpPioT File protocol:
SFTP ~
Host name: Port number:
|185.96.138.21 || 10022 :|
User name: Password:
[mcpmOT || |
Save hd Cancel Advanced. .. ]V
Tools Manage Login Close Help
Show Login dialog on startup and when the last session is dosed

1.5 Click on '"Authentication’ under 'SSH'.

Advanced Site Settings ? X
Enwviranment Server environment
i~ Directories End-ofdine characters (if not indicated by server): LF ~
- Recyde bin
- Encryption UTF-8 encoding for filenames: Auta v
..... SFTP 0= 0=
----- Shell
Connection Detect automatically
i Proxy ] Trim wMs version numbers |
- Tunnel |
SH Daylight saving time |
- Key exchange . ) )
: (®) Adjust remote timestamp to local conventions
i Bugs (O Adjust remote timestamp with DST
Mote

Preserve remote timestamp

PuTTY
PUTTY terminal settings:

Editin PUTTY...

Color - Cancel Help



1.6 Clickon"...!

Advanced Site Settings

Environment

... Directories
-Recyde bin
-Encryplion

-Key exchange
- Authentication

Color hd

[]Bypass authentication entirely
Authentication options
Attempt authentication using Pageant
Attempt keyboard-interactive’ authentication
Respond with a password to the first prompt
Authentication parameters

[] allow agent forwarding
Private key file:

L]

Display Public Key

Tools
G55API
Attempt GSSAPI authentication
] Allow GSSAPI credential delegation
Caral

Help

1.7 Now find the location of your private key and choose it. Click on "Open’.

B Select private key file

“ “ 4 || > ThisPC > Downloads > MCPILOT
Organize v New folder
Narme Date modified Type size
# Quick access - -
| [ idrsa 27-03-2024 12:57 File 2KE |
B Desktop »*
@ OneDrive - Mast #

L5 Customner Techn #
Keepass *

4 Downloads -

[Z| Documents
KEYTEST keys
Outreach
TESTCTOT keys

@ OneDrive - Mastercar
[ This PC

¥ Network

File name: |id_rsa

Search MCPILOT

=~ M @

| | AiFiles ) v

Cancel

Remember to choose 'All files' in the file explorer in the lower-right corner to see the file.

File name: ‘ui_rsa

PUTIV Private Key Files (*ppk) |
PuUTTY Private Key Files (*.ppk)
i Files (*.ppk;*.pem;*.key;id




1.8 Now the prompt asks if you want to convert the private key to PuTTY-format. Click on "OK".

? X

Confirm

0 Do you want to convert OpenSSH private key to PuTTY
format?

Private key file "C\Users’ e 19 220\ Downloads\MCPILOT\id_rsa’ contains key
in Open55H format, WinSCP supports only PuTTY format,

Cancel Help

1.9 Enter the passphrase for the key and click on "OK".

Key passphrase >

Passphrase for key 'id_rsa":

carel

1.10 Now you choose where you want to save the converted key. We recommend saving it in the same
location as the original key. Choose the location and click on 'Save’.

B Save converted private key

T » ThisPC » Downloads » MCPILOT v o 0 Search MCPILOT
Organize v New folder - @
Name Date modified Type Size
s Quick access
[ Desktop No iterns match your search,
3 ThisPC
¥ Network
File name: | C:\Users\ = & \Downloads\MCPILOT\id_rsa.ppk =
Save as type: | PuTTY Private Key Files (*.ppk) v

A Hide Folders



1.11 Click on "OK'.

Information

Private key was converted and saved to
'‘C\Users\y™ 7 "«%ti A Downloads\MCPILOT\id_rsa.ppk’.

1.12 Click on "OK" again to close the advanced site settings.

Advanced Site Settings

Enviranment
Directories
- Recydle hin
Encryption

SSH
- Key exchange
- Authentication

Color -

The key is now loaded into the mailbox and you can continue to log in.

[JBypass authentication entirely

Authentication options

Attempt authentication using Pageant

Attempt keyboard-nteractive’ authentication
Respond with 3 password to the first prompt

Authentication parameters
[] allow agent forwarding
Private key file:

|l,::‘|,l..lsers‘y- *5& ¥ UDownloads\MCPILOTYd_rsa.ppk

Display Public Key Tools b

G55API
Attempt GS5API authentication
[ allow G554PT credential delegation

carcl

Help



2. Accept new fingerprint
The first time you connect to the new IP address, you may be asked to accept a new fingerprint.
2.1 Accept the fingerprint below by clicking 'Yes'.

e SHA256: RHWEH6QOfc5ycsVMmZVzWtEk3adFKEKVVen/nN+NZ2Ng
MD5: 66:e8:09:9e:01:7f:cf:4b:70:da:cf:90:78:32:76:40

Warning ? X

Continue connecting to an unknown server and add its
host key to a cache?

The server's host key was not found in the cache. You have no guarantee that
the server is the computer you think it is.

The server's RSA key details are:

Algorithm: ssh-rsa 2048
SHA-256: RHWEGQOfcS5ycdVMmZVzWtEk3adFKEKVVen/nN+NZ2Ng
MD5: 66:€8:29:9e:01:7f:cf:4b:70:da: cf:90:78:32:76:40

If you trust this host, press Yes. To connect without adding host key to the
cache, press No. To abandon the connection press Cancel.

Copy key fingerprints to dipboard

Yes v No Cancel Help




3. Manage your mailbox

3.1 In some cases, you will be asked to enter the passphrase for your private key, which you received the last
time you generated a new security key. Enter passphrase and click ‘OK’.

Key passphrase - MCPILOT X

e Searching for host...
X Connecting to host...
Authenticating...
Using username "MCPILOT".
Authenticating with public key "imported-openssh-key".

Passphrase for key ‘imported-openssh-key':

= ]

o] [ | [

3.2 You are now logged into the mailbox and can send and retrieve files in the "root” folder.

ly Documents - MCPILOT — [m] X

ocal Mark Files Commands Tabs Options Remote Help

3 = [@ Synchronize /3 (& Queue ~ Transfer Settings Default - E-

] Documents - Documents x B MCPILOT E NewTab ~

M- E-D-ie- »i@” [/ PE-F-ie- - @ G | B Find Files |7

= »iF > s 2 . | B New -
i
Name Size Changed - Rights Owner
.
of 0Bin0of 0 1 hidden

SFIP-3 (i)  0:00:04




3.3 When you want to send a file, find the file where you have saved it on your PC. In this case, the file is
saved on the desktop.

Now send the file by dragging it from the desktop (or from the folder where you have saved the file) on your
PC to the root folder in My File Transfer.

B /-MmcpiLoT - [m] X
- Local Mark Files Commands Tabs Options Remote Help

[ 2 (@ Synchronize 2 4} &) Queue ~ Transfer Settings Timestamp removed ~ B NewTeb - B% & % [ Sites~ @ -

] Documents - Documents x 8 MCPILOT X B NewTab ~

IBM-E-@-ie- - - @M > i[OQ/<«ot> ~EF-F-ie -~ - [aaS| B Fndies |F
Upload ~ | [ Edit ~ X » £ Download ~ | [ Ed ¢ ofs [ Properties + | Bl New v ¥
Name Size Changed - Rights Owner
4.
CPilot-601.txt 2KB  25-01-2024 08:14:29 W=e=eeee 200
v
0Bof 0Bin0of 47 2hidden 0B of 1,62KBin0of 1

SFTP-3 A 0:03:16 .
o 8

Shortly after, you will see your receipt files showing that you have sent the file. If this does not happen right
away, try reloading the page.

B, /-mcpiLoT - o x
Local Mark Files Commands Tabs Options Remote Help
B 22 (@ Synchronize 7 @ b 5 Queue - Transfer Settings Timestamp removed ~ B NewTeb - B% 51 % [ Sites - &' -~
{51 Documents - Documents X B MCPILOT X HE NewTab ~
BM-E -0 - -imM” <ot ~[F -~ ie - @ G | B FindFiles | T,
Upload ~ | [ Edit + X £ * 2% Download v | [ Edit ~ X £ [ Pro - | [& New v 2}
. A |
Name Size Type || Name Size Changed Rights Owner
8. i
[£]v7372102001.851.TXT 2KB  25-01-2024 08:14:47 [— 200
[E) 7372102001.851.7XT 1KB  25-01-2024 08:14:47 [— 200
v
0Bof0Bin0of47 2hidden 0Bof 1,62KBin0of 1

SFP-3 f omts ]




How to generate security keys

When you want to generate new security keys, follow the steps in this section. You can do this at any time,
as needed. We recommend that you change your security keys every three years.

Security keys are used to ensure that you can communicate securely with Mastercard Payment Services'
server via the SFTP solution. Security keys are a key pair consisting of a private and a public key. Each of your
company's mailboxes in My File Transfer must have security keys associated with them.

The private key belongs to your company and must be stored in a secure location on your company drive.
The public security key must be transferred to the mailbox in question in My File Transfer. Read below how
to do this.

You generate the key yourself using a command line tool - a command line interpreter.

1. Open Command Prompt or a similar tool - the command line interpreter. In this example, we use
Command Prompt with the username "juse".

B8 Command Prompt - O X

2. Type this command to generate new RSA security keys of length 2048 bits™:
ssh-keygen -b 2048 -f id_rsa -t rsa

Command Prompt - a X

Microsoft Windows [Version 10.0.19045.3930]
) ery

C:\Users\juse:ssh-keygen -b 2048 -f id_rsa -t rsa

*Please note: The security keys must be RSA keys, and the key length must be 2048 bits.



3. You will now be asked to enter a password of your choice, also known as a passphrase.

The passphrase must consist of a minimum of five characters, which must be a combination of letters and
numbers. The passphrase ensures that only authorised people can use the private security key.

Command Prompt - ssh-keygen -b 2048 -f id_rsa -t rsa - o X

Microsoft Windows [Version 10.0.19045.3930]
(c) Microsoft Corporation. All rights reserved.

C:\Users\juse>ssh- en -b 2048 -f id_rsa -t rsa
Generating public/ ate rsa key i
Enter passphrase ( s

4. The command will generate two key files:

- id_rsa, which is the private key.
- id_rsa.pub, which is the public key.

B Command Prompt — a X

Mi oft Windows [Version 10.0.19045.3930]
(c) Microsoft Corporation. All righ reserved.

tion has been saved in id rsa.
y has been saved in id_rsa.pub.
int is:

dq/75G 3jeGsrxtDptdmzdVgfM

|.o . o.o. =
|oo+ .+ 0 00 0.00
.0B0=0.. ..0...+0
| =+B++0.0.0 .=o.|

You have now generated new security keys. You must store the private key in a secure location on your
company drive, and the public key must be transferred to your mailbox in My File Transfer. To do this, follow
the next two steps.

Have you lost your security key or forgotten your passphrase, you can use an HTTPS solution instead - read
more in the section "Get help and answers to your questions" on page 16 of this guide.



5. Rename your public key

Access the folder where your key files have been automatically saved. In the example above, it is the folder:
C:\Users\juse>.

You now need to rename your public key and save it in .txt format. Please note: In order to save the file in
txt format, you must be able to see the full file name.

You can select this in File Explorer by clicking ‘View' and ticking 'File name extensions'.

File Home Share View 0

l—‘ [l Previewpane B8 Extralarge icons (& Largeicons 3 Medium icons [ Group by~ [] ttem check boes

258 smallicons EE List == Details 1] Add columns ~ [ File name extensions
Navigation [Tf Details pane &~ ol | Sort ide selected  Options

e - Tiles 2= Content by~ (i Sizeall columnstofit (] Hidden items e

Panes Lavout Current view Show/hide

The file should be named as follows:

sshPublicKeyAdd.SFG.YYYYMMDDNNN.txt

YYYYYMMDD refers to today's date written as follows: year, month, date.

NNN refers to a key number that you have chosen yourself, which must consist of three numbers, e.g. 001.

For example, a file sent on 25 January 2024 with key number 001 is saved as follows:
sshPublicKeyAdd.SFG.20240125001.txt

Here, the file is extracted from the folder and saved on the PC's desktop.

=chPubl
e En




6a. If you are currently using an HTTPS solution and now also want to use a SFTP solution, or no longer can
connect with your established SFTP solution, follow these instructions:

Log in to the mailbox as usual by entering UserID and password. \When you are logged into the mailbox, you
are automatically on the 'Overfer filer' tab. Click on the arrow to the right of 'Postkassesti’ and select '/".

® My File Transfer

Overfor filer  Download filer

Overfor en fil
Angiv postkassefil og omdebningsmenster

Postkassesti: I |

Fil: | Veelg filer | Der er ingen fil valgt

Omdob fil som: | J

Click on 'Veelg filer' to upload the public key to the mailbox and click on 'Send".

When your public key has been uploaded to the mailbox, a message will appear telling you that the file

upload is complete. It is a good idea to make sure your key has indeed been uploaded and accepted. You do
this on the 'Download filer' tab, where you, among other things, can find receipts. It may take a few
minutes before the receipt is ready.



6b. If you are currently using a SFTP solution and need to generate a security key, you must upload your
public key to the mailbox in My File Transfer (ATT: This requires that you have a functioning key pair and
are able to establish a connection already):

Connect to your company mailbox in My File Transfer via an SFTP client (see the section "Connect to IP
address and port” in this user guide).

Find your public key. In this case, it is saved on your PC's desktop.

% Documents - MCPILOT

Local Mark Files Commands Tabs Options Remote Help
B 22 (@ Synchronize 2 @) Queue +  Transfer Settings Timestamp removed ~ B NewTab ~ Y, gl »:9-
5] Documents - Documents x B MCPILOT E NewTsb ~

BeE-0- - R f<root> v [F v[T v ie v - @ S | B FindFiles | 8

Uplo »iH> Download ~ Edit ~ Properties ~ | B New ~
C\..\Documents\ v

Name . A Size Changed
. ..

<
0B of 5,59 MB in 0 of 47

Your public key must now be transferred to the root folder in your mailbox in My File Transfer. Transfer your
public key to the root folder by dragging the file from the desktop (or from the folder where you have saved
the file) to the mailbox in My File Transfer.



B, Documents - MCPILOT - [m} X

- Local Mark Files Commands Tabs Options Remote Help

Bl = @ Synchronize L7 40 | Queue v - Transfer Settings Timestamp removed + H NewTab - % 1 (% > @& -~

=] Documents - Documents X W mcpiLOT E NewTab ~
S E-0- P RE? [J/<root> [T ie- - il 2 ' | & FindFiles | B2
Up » i[#] ® g Download ~ Edit v+ X A Properties ~ | B New -
A it
Name A || Name Size Changed
i .
y sshPublicKeyAdd.SFG.20240125001.txt 1KB  25-01-2024
v
< > < >
0B of 5,59 MB in 0 of 47 0Bof404Bin0of 1

SFTP-3 () 00130

"B, Documents - MCPILOT - ] X

- Local Mark Files Commands Tabs Options Remote Help

B & @ Synchronize !’ &b | Queve ~  Transfer Settings Timestamp removed + B NewTab -~ HY, § i e

5] Documents - Documents x B MCPILOT E NewTsb ~
BE-T- P ERE? /<ot [T -[Tv i~ - iR @ 3 | B FindFiles |5
25 [+ 2 Download ~ [ Edit + X Properties ~ | B New ~ :[#]
/
Name A || Name Size  Changed
t ti
| 1sshPuincKeyAdd.SFG.20240125001.b(t.DZ40125;T085838E0000314.0K 1KB 25-01-2024|
v
< > < >
0B of 5,59 MB in 0 of 47 0Bof404Bin0of 1

SFTP-3 () 00130

You have now generated security keys for your mailbox in My File Transfer and can close your SFTP client.
You can exchange files with Mastercard products again immediately after the security keys have been
updated.

Both your new and your old keys will work for seven days after generating new security keys. After the seven
days, only the new security keys will work. To avoid confusion, we recommend that you start using your new
security keys immediately after generating them.



Get help and answers to your questions

You can find more information about the SFTP solution in My File Transfer on this website:
https://www.mastercardpaymentservices.com/denmark/my-file-transfer/sftp

Here, you can also find frequently asked questions about the system and the solution.

If you have lost your security key or forgotten your passphrase, it is possible to use an HTTPS solution
instead. Here you must use your UserlD and password to log in to My File Transfer. You can read more about
how to use an HTTPS solution to log in and send and receive files here (in Danish):

https://www.mastercardpaymentservices.com/denmark /Documents/Brugervejledning-Sadan-udveksler-
du-filer-med-My-File-Transfer-HTTPS.pdf

If you have any further questions, you are always welcome to contact our support team on (+45) 8081
0679. We are available on weekdays from 09:00 to 16:00.

Security and rights

When transferring data, your shipment to Mastercard Payment Services is identified using your private key.
Before the data exchange takes place, a so-called session key is exchanged, along with the public key, which
is used to encrypt your data. The session key is unique for each data exchange and is used to encrypt your
delivery.

The solution ensures that the data exchange complies with the requirements of the VAT Order regarding
electronic invoicing.

Operational security can be established by setting up the SFTP solution to run automatically.

Your MitID Erhverv can also be used as a backup solution for manual data exchange using Mastercard
Payment Services' HTTPS solution.

If the generated security keys are kept without the proper security, Mastercard Payment Services cannot be
held liable for the consequences.

Mastercard Payment Services recommends that you change your security keys regularly, preferably every
three years. You are responsible for checking that this is in accordance with your organisation’s security

policy.

If you suspect that your security keys have been compromised or, for any other reason, no longer provide the
necessary security, you must contact Mastercard Payment Services immediately.

All rights to this user guide and the associated product belong to Mastercard Payment Services A/S. It is not
permitted to copy, disclose or otherwise make the material or parts thereof available to third parties
without our permission.


https://www.mastercardpaymentservices.com/denmark/my-file-transfer/sftp
https://www.mastercardpaymentservices.com/denmark_/Documents/Brugervejledning-Sadan-udveksler-du-filer-med-My-File-Transfer-HTTPS.pdf
https://www.mastercardpaymentservices.com/denmark_/Documents/Brugervejledning-Sadan-udveksler-du-filer-med-My-File-Transfer-HTTPS.pdf

Appendix

Requirements for the SFTP client

You can read Mastercard's requirements for your SFTP client below.

Algorithm type Purpose Supported algorithms/versions

Host Key Server authentication e rsa-sha2-256
e rsa-sha2-512

Key Agreement / | Derive encryption keys, e ecdh-sha2-nistp256
Key Exchange initialization vectors, o ecdh-sha2-nistp384
MAC keys e ecdh-sha2-nistp521
e curve25519-sha256@libssh.org
Message Protect data integrity e hmac-sha2-256
Authentication and prevent replay e hmac-sha2-512

Codes (MACs) attacks e hmac-sha2-256-etm@openssh.com

e hmac-sha2-512-etm@openssh.com

Ciphers Encryption of data in e qaes256-ctr
channel e aesl92-ctr
e aesl28-ctr
e aes256-gcm@openssh.com
e qaesl28-gcm@openssh.com

Public Key Client authentication to e rsa-sha2-256
Algorithms server e rsa-sha2-512

What are the SFTP operations allowed in MCeNett?

e MCeNett allows GET, PUT and DELETE operations on files.
e Users are not allowed to create or delete directory at MCeNett.

e During the GET operation, MCeNett does not allow additional operation like checking any other
attributes of the file. For example - If the User has initiated a GET operation and during this
extraction, if they try to check the file size then they will get error, and the session will get
abnormally terminated.

Below are some general guidelines which MCeNett encourage users to follow for keeping systems
healthy

e MCeNett does not recommend users to perform continuous polling checks to our system. This means

they should not make continuous connection to check the connectivity.

e MCeNett recommend users to close the session immediately or within some reasonable time (30

seconds if user is expecting some receipt) after file operation.

e MCeNett does not recommend users to perform any operation on the file after successful upload to

their mailbox. The users must perform all the operations first and then upload (perform PUT

operation.) For example, if a user has successfully uploaded the file and then try to rename it, it will

result in error and operation will be failed.
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