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Introduction

These instructions are for those of you who use SFTP to exchange files with Mastercard Payment Services
(previously Nets).

The instructions guide you through five steps to create new SSH keys with a private and a public key. The
keys secure the transfer of files between you and MasterCard Payment Services.

You can find answers to the most frequently asked questions here:
https://www.mastercardpaymentservices.com/denmark/my-file-transfer

Please visit the following website if you are looking for more general information about the SFTP solution:
https://www.mastercardpaymentservices.com/denmark/kundeservice/datakommunikation#sftp

You must create a new set of keys for each of the mailboxes you use to exchange data with Mastercard
Payment Services via an SFTP solution.

Below you will find the five steps that you must go through to generate a new set of keys.


https://urldefense.proofpoint.com/v2/url?u=https-3A__www.mastercardpaymentservices.com_denmark_my-2Dfile-2Dtransfer&d=DwMGaQ&c=uc5ZRXl8dGLM1RMQwf7xTCjRqXF0jmCF6SP0bDlmMmY&r=qUYEt9lYBm2J2oeLQ88zEBrWmGqMjiZPIU_nYWUPpodYWdm6ynxAc8WeeuR2Vj2J&m=i_rcImjTmXx6YsuSOzZ2iQ6jaNRI8Dy6mp9FhgxVnl8u6oomTLb_An54EPAQSCQY&s=6eZOl8VnI-Ux_OeD0IMs8p79nB8gM1GgQxJxYlBdtx0&e=
https://www.mastercardpaymentservices.com/denmark/kundeservice/datakommunikation#sftp
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1. Access the server with MitlD Erhverv

Open this link https://ft.pbs.dk/key in a standard browser — for example Google Chrome.

Find more information on MitID’s website here:
https://www.mitid-erhverv.dk/tilslutning/sadan-far-i-mitid-erhverv/

Are you unsure about where and how you find and apply for MitID Erhverv?

The following box will appear on your screen. This picture is from Google Chrome. The box might look

different from browser to browser:

NEM 1D

@ Erhverv

TSI Login

Hizelp til MitID

NemlID lukker den 1. November
Husk, at skifte til MitID hurtigst muligt og senest 31. Oktober

Fra og med 1. November kan du ikke lzengere bruge NemID til at
logge pa TSI

Afhjzelpning af problemer med NemlD efter 15 april.

Vejledning til afhjzelpning af Firefox problemer med NemID ngglefil

Hvis du anvender Mac/andre Apple enheder: Fra 15. april kan du kun
anvende NemID via Chrome og Firefox , men ikke leengere Safari.

Problemer med visning af TSI efter Login

Hvis du har problemer med visning af TSI siden efter at du er logget
p& med NemlID eller MitID, s& prov at genindleese siden. Dette gares i
det fleste browsere med Ctrl + F5.

Fejlmeddelelse CSRF token eller navigation_error

Hvis du far en fejl, der siger noget med CSRF token eller
navigation_error skyldes det hgjst sandsynligt et forkert bogmaerke.
Du ma f.eks. ikke bogmeerke denne side, men skal vente med at
bogmesrke til du er pa siden, hvor der star TeleService Internet averst
pa siden.

Click in the MitID Erhverv logo for logging in with your MitID Erhverv.

Please visit this site for help to MitID Erhverv: https://mitid-erhverv.dk/support/



https://ft.pbs.dk/key
https://mitid-erhverv.dk/support/
https://www.mitid-erhverv.dk/tilslutning/sadan-far-i-mitid-erhverv/

2. Log on to Teleservice Internet, TSI

Now you have access to the server, and you will see this site, from which you can log in to Teleservice
Internet, TSI.

TeleService

NemID medarbejdersignatur med noglefil

Logaf Det er muligt at bruge NemID medarbejdersignatur for at fa adgang til denne side. NemID
—— medarbejdersignatur afloser tidligere digitale signaturlesninger.
[Negle generering Kun noglefil

NemID medarbejdersignatur findes i to varianter. En med noglefil installeret pa din PC og én
hvor der skal anvendes et noglekort

Bemaerk at det kun er noglefil-losningen, der kan anvendes til logge pa denne side - noglekort
kan IKKE anvendes.

Yderligere info og bestilling af NemID medarbejdersignatur
Hvis du vil lazse mere om lesningen eller bestille en NemID medarbejdersignatur, kan du
besege siden https://www.nemid.nu/dk-da’erhverv/

Der er vedligeholdelse pé ft pbs dk den anden lordag hver maned mellem ki 9 og 12
Det forventes at systemet er utilgaengeligt i perioder under vedligeholdelsen

The second Saturday each month ft.pbs.dk is down for Maintenance between 9 and 12
o'clock
During Maintenance the system is likely to be unavailable

Now click the button ‘Log pa’ at the top of the menu to log on to Teleservice internet, TSI.
This will send you to a site where it is possible to log on with your ‘User ID’ and ‘password’. You can find an

overview of your mailboxes and the User ID and password for each of them in the appendix to the letter you
received in e-Boks.

TeleService

Ecr at logge pé TeleService Internet, udfyld venligst felterne nedenfor og tryk Log pé]

User ID: | XXXXXXXX

INggle generering

[ Log pa H Fortryd H Skift password

You can enter wrong information no more than 5 times. Afterwards, your User ID and password will be
blocked. In that case, you must contact our data support on (+45) 8081 0679 for assistance to unlock your
user.
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3. Create new SSH keys

When logged on, you will receive this message. You can now start creating a new pair of SSH keys with a
private and a public key.

TeleService

Log.pd) Login udfert ok.

Click 'Nggle generering’ in the menu to the left.
Now make up a password or ‘passphrase’ and enter it in the area ’Indtast passphrase’.

The passphrase must include minimum 8 characters and can be an optional combination of numbers and
letters. The passphrase ensures that only people who know it will be able to use the private key.

TeleService

=
[=]

lLog.pa Velkommen til TeleService Internet Nogle generering

E

g.af

INaigle generering

Indtast passphrase

Lav Nagle

Now click ‘Lav nggle’.

4. Your pair of keys is almost ready
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Within 1-2 minutes the pair of SSH keys will be ready for you.

When the keys are ready for you, this box will appear. You can download your private key here.

Klik pa linket for at hente din negle:

|
=
L

You cannot download the public key. This key will be automatically linked to your mailbox in TSI. It will
automatically link with your private key.

Click ‘Nggle’ to download your private key.
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5. Save your private key

You must now save your private key (the key file) in a safe place on your drive, where only the right people in
your organisation can access it.

To save the private key, look in the folder ‘Downloads’ or ‘Overfgrsler’ on your PC. Your new private key is
called id_rsa.

Klik pa linket for at hente din negle: Nogle
Luk
A Show all X

Move the key file from ‘Downloads’ or ‘Overfgrsler’ to the right folder in your drive.

Please make sure that the private key can only be accessed on the drive by people who have a business-
related need to do so.

Your old keys will be invalid from when you start using the new ones and latest seven days after you have
generated new keys.
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Do you have questions or need help?

You are always welcome to call our data support at (+45) 8081 0679 if you need help to create new SSH keys.

On this page, you will find a video guide on how to change a pair of keys:
https://www.mastercardpaymentservices.com/denmark/my-file-transfer

You will also find a FAQ and information about why it is necessary to create new SSH keys with a public and a
private key.

Rights and safety

If the keys issued to you are kept without the proper security, Mastercard Payment Services cannot be held
responsible for the consequences.

Mastercard Payment Services recommends that you replace your private key frequently. You are responsible
for checking if this corresponds to your company’s security policy.

If you believe your key has been intercepted or for any other reasons no longer provides the necessary
security, you must immediately contact Mastercard Payment Services.

All rights to this manual and the associated product belong to Mastercard Payment Services A/S. You may not
copy, transmit or in any other way make the material or parts thereof available to third parties without our
permission.


https://urldefense.proofpoint.com/v2/url?u=https-3A__www.mastercardpaymentservices.com_denmark_my-2Dfile-2Dtransfer&d=DwMGaQ&c=uc5ZRXl8dGLM1RMQwf7xTCjRqXF0jmCF6SP0bDlmMmY&r=qUYEt9lYBm2J2oeLQ88zEBrWmGqMjiZPIU_nYWUPpodYWdm6ynxAc8WeeuR2Vj2J&m=i_rcImjTmXx6YsuSOzZ2iQ6jaNRI8Dy6mp9FhgxVnl8u6oomTLb_An54EPAQSCQY&s=6eZOl8VnI-Ux_OeD0IMs8p79nB8gM1GgQxJxYlBdtx0&e=
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